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Abstract

Web applications currently Suffer from insecurity in the application layer, as a result of
using shortcuts and open sources to develop them without looking deeply into the
structure of these languages and study the extent of secrecy and security that languages
can offer for their programs, which enables hackers to attack the poor infrastructure of
the application. Many of these attacks mainly depends on the gaps and errors committed
by the software developers of these sites and applications. The most famous and
dangerous vulnerability is the Cross Site Scripting, according to Trustwave Global
Foundation Security.

The non-sterile user inputs considered as gate that hackers can exploit to inject
malicious software codes that lead them to obtain full privileges on the applications and
Web servers. In spite of the seriousness of that, but there are no real steps towards the
solution, and developing tools to detect and prevent these serious vulnerabilities.

The aim of this study is to build an automated software tool to solve the problem of
Cross Site Scripting. The researcher take the advantage and the benefits of Compiler
Design and techniques of Regular Expressions to build this tool.

This tool compose of two sub-tools, each of which can act alone. When dealing with
them as a single unit, we find that they are logically interrelated. The first tool uses
static analysis to analyze any Web application software that written using PHP and
MySQL database management system, and it can discover the Cross Site Scripting
vulnerability and locating the vulnerability position exactly. The second tool solve the
problem of the other tools, that they detect the vulnerability without offering a clear
solution to this problem, but this tool are targeted to sterilize all user inputs before
dealing with them (sanitize and filter them). o

The tool has been tested on a number of real Web sites. Where test results are
satisfactory and effective. However, the tool showed some weaknesses of the
applications that have been programmed using Object Oriented Programming and
Frameworks.

So the researcher recommends to develop this tool by increasing the number of target
vulnerabilities, combine the tool with a dynamic one, and address the tool weakness.
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